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Spam, Scams and Flim-Flams

The world’s most widely quoted bank robber, Willie Sutton was consistently

clear when asked why he robbed banks: “Because that’s where

the money is.” The same irrefutable logic has attracted cybergrifters,

con-men, crooks, scammers and borderline business sharpies pushing

the legal envelope to the Web as a whole. But despite lurid headlines

and high-profile prosecutions of a handful of porn crooks, the adult

side of the Internet seems to have produced an average level of complaints

despite the fact that on the Web right now, sex is where most of

the money is.

A close look through the Federal Trade Commission’s actions and

warnings on cybercrime (www.ftc.gov) and the statistics compiled by

the National Consumers League’s Internet Fraud Watch

(www.fraud.org) shows that most Internet crime is pretty mundane

and not related to adult sites. In fact, most cybercrime comes from the

migration of garden-variety scams onto the Web: pyramid and Ponzi

schemes, bogus offers to get rich stuffing envelopes at home, stock promotions,

bait-and-switch merchandise sales, bogus vacation packages,

crooked “charities” and get-rich-fast schemes. However, as this comparison

from Internet Fraud Watch shows, complaints from consumers

about adult sites, and every other category except online auctions, are

increasing. The data on top frauds is compiled from tens of thousands

of consumer complaints and is sorted to remove duplication. Thus, the

“adult” category includes all adult related complaints even if they may

be connected with other categories. The organization said that there

were “no noticeable” numbers of adult complaints outside of the adult

category itself.

1999 Top 10 Frauds 2000 Top 10 Frauds

1. Online Auctions, 87 percent Online Auctions, 78 percent

2. General Merchandise Sales, 7 percent General Merchandise Sales, 10 percent

3. Internet Access Services, 2 percent Internet Access Services, 3 percent

4. Computer Equipment/Soft., 1 percent Work-At-Home, 3 percent

5. Work-At-Home, 1 percent Advance Fee Loans, 2 percent

6. Advance Fee Loans, .2 percent Computer Equipment/Soft., 1 percent

7. Magazine Sales, .2 percent Nigerian Money Offers, 1 percent

8. Information Adult Services, .2 percent Information Adult Services, 1 percent

9. Travel/Vacations, .1 percent Credit Card Offers, .5 percent

10. Multilevel Market/Pyramids, .1 percent Travel/Vacations, .5 percent

The FTC’s list of Top 10 scams (www.ftc.gov/bcp/conline/pubs/dotcons.

htm) parallels these statistics fairly closely, but singles out two of the

worst areas of abuse for special mention: credit card fraud, bogus “free”

adult site access, and improper use of dialer programs that pay for access

to an adult site by connecting a user’s computer via an expensive international

long distance phone call.

Just as the adult industry has been on the cutting edge of inventing

and perfecting technology and business models that have broadened

and enhanced the non-adult surfer’s experience and offered non-adult

businesses new paths to profitability, some online porn scammers have

also paved a new, innovative and decidedly crooked path to Internet

fraud and consumer deception.

Porn fraud has, in its own way, also enhanced the non-porn surfer’s

experience by compelling law enforcement to develop new investigative

techniques and devote more time to cyber crime. It has also made

the Web a little more secure for both surfers and merchants because a
number of security holes, especially those related to credit card fraud,

have been closed.

For those reasons, it is instructional to look closely at the top scams,

how they were perpetrated and the ways they were shut down.

Knowing about these can also help protect consumers against a resurgence

of the scam or its variations. In addition, the FTC and related

court cases offer us a look into the ultra-private lives of big-time porn

operators, some of whom are still operating at the top of the field after

paying fines and making changes in their operations in response to

FTC and federal court mandates.

Porn frauds and their quick and huge financial successes provide

verifiable, anecdotal support for the very large estimates of the sheer

size of the industry. Some detractors of the industry try to convince the

naive that the entire online industry is a couple of hundred million dollars

large. But the court cases and FTC documents resulting from porn

scam prosecution proves without a doubt that those very small numbers

are the wishful thinking of people who would simply like the

industry to go away.

Of even greater significance to non-porn surfers is the verifiable fact

that most porn scams could not be perpetrated without the aid of nonadult

banks and credit card operations which stood—and still stand—

to profit handsomely by turning a blind eye to the illegitimate use of

their data and systems. Significantly, the procedures and barriers

erected by banks in response to adult scams have made it much harder

and more time-consuming for legitimate small, non-adult e-merchants

to get merchant credit card accounts and have made it less likely that

they will get one at all.

Finally, the court documents offer snapshots of the lives of people

involved in large porn enterprises. The details about these people and

their companies help flesh out an image of a very big online industry.

One of the important lessons in the court cases is to realize that even

the most dishonest enterprises described here have a substantial base of

legitimate business. Thus almost any one of these scam porn start-ups

that went from zero to $10 million per month could very likely have

gone from zero to $1 or $2 million per month without the illegal components.

Greed, obviously, played an important role in going after the

quick dirty bucks.

While the court documents lay bare the details of those who have

had their hands slapped or been sent to prison, their lives and companies

are not so very different from the rest of the industry. It’s just that

these people succumbed to the lure of the lucre and grabbed illegal

loads of the massive amounts of cash that inundate the industry. Thus,

looking in detail at these people and their companies shows how companies

were developed, provides context for adult industry innovation

and sketches the environment in which so much pioneering development

has taken place that has altered the course of the Internet as a

whole.

What Part of “FREE!” Don’t You Understand?

Back in 1997 and 1998, Xpics founders Mario Carmona and Brian

Shuster were on top of the world, raking in close to $10 million per

month from the network of adult websites—xpics.com,

sexmuseum.com, assawards.com, sexroulette.com, livesexstream.com,

xxxsexphotos.com—that they had founded in 1996 with less than

$1,000 of Carmona’s money.

For almost two years, Xpics remained one of the most frequently

visited adult sites in the world as measured by Media Metrix. In fact, by

May 1998, it was the 19th most frequently visited site on the Internet

with more traffic—almost five million visitors—than Amazon.com.

Two years later, it was dead.

What happened? Carmona and Shuster put it down to mistakes in

judgment and a conspiracy among banks, credit card companies and

the federal government. The Federal Trade Commission says it was

because “Free” didn’t mean “Free.”

Shuster and Carmona connected in mid-1996 in Southern

California when Shuster hired Carmona to be his personal trainer for a
weightlifting program. Shuster was scrambling around to create a centralized

Web banner advertising mechanism for the adult industry and

Carmona was trying to start a 900-number which would charge for

weight training advice.

Instead of following through on their original plans, the two men

followed a fairly typical routine for entrants into the adult Internet at

that time: They started with a soft-core links site and then progressed

to a hard-core links site that sent traffic to adult verification services.

By late summer, they had started their own hard-core pay sites and

within weeks, found themselves with 50 to 60 new memberships per

day at $9.95 a pop. This is a significant return on a very small initial

investment: At $500 per day, their site was producing $15,000 per

month, $180,000 per year. All bootstrapped by two guys on less

money than most people in Los Angeles pay per month for a one-bedroom

apartment.

For the next year, they persevered in an increasingly crowded market.

Then Shuster got the idea that got them into trouble: Free trials

with an automatic conversion to a paid monthly recurring membership

after the free trial expired. This was not terribly original: magazines had

been offering “free trial issues” for years. Then as now, the free issue of

the magazine was quickly followed by invoices for annual subscriptions.

But the concept had not been tried on the adult Web before and

Shuster decided it was Xpics’ path to riches.

Like most great ideas, success lies more in the execution rather than

the inspiration. Readers Digest and the other thousands of magazines

that offer free trial issues with follow-on subscription billing manage to

avoid trouble because they offer a quick and easy way to avoid payment:

A customer can simply write “cancel” on the invoice and send it

back, keeping their free issue and whatever tchotcke incentive (calculator,

miniature boom box etc.) they received.

According to the FTC’s complaints, however, Shuster and Carmona

turned their free trial offer into an e-roach motel where subscribers

checked in and could not manage to find the exit.

The Xpics sites promoted themselves variously as “FREE, FREE,

FREE! 100 percent Free,” but to get the free trial, the site told consumers

that they had to provide a credit or debit card number and

expiration date to verify they were of legal age. The site didn’t disclose

that the consumers would be paying a monthly fee unless they actively

canceled the monthly billing. To make matters worse, rather than waiting

for the free trial period to expire, the FTC said that in many cases,

Xpics processed charges “within a matter of hours.”

Then, according to the FTC, once Xpics had a consumer’s credit

card information they not only began charging $9.95 every month, but

also “used a variety of tactics to make it impossible for consumers to

cancel their registration,” including overriding the controls on the consumer’s

browser to prevent them from reaching the cancellation page

or by redirecting consumers to irrelevant pages. In other instances, the

FTC said that consumers trying to cancel subscriptions got “error” or

“access denied” pages and were unable to find the Xpics toll-free number.

Even when consumers located the toll-free number, the FTC said

that consumers were unable to leave a message because the voice-mail

box was full or because Xpics did not respond to messages.

What’s more, the FTC said that Xpics had buried in its Terms

&Conditions the provision that consumers who canceled their subscription

would, instead, be automatically upgraded to a more expensive

form of membership. While Xpics eventually promoted a toll-free

number for customer service, it was too little, too late. Calls from irate

credit card customers swamped every system they installed.

Because getting in touch with the company was such an ordeal and

getting a refund nearly impossible, consumers turned to their credit

card companies to dispute the charges. These sorts of billing disputes

are handled very differently from those in which a company issues its

own refund or credit. Generally, there is no penalty against a merchant

for refunds and credits they issue. But when a consumer goes directly

to the credit card company and receives a refund, the credit to their

account is known as a chargeback.
Chargebacks are very expensive to merchants who must refund the

consumers money, pay a penalty and risk losing their ability to accept

credit cards at all. In general, merchants must keep their chargeback

rate to less than 1 percent.

Xpics was paying $15 for every chargeback on top of the refund. In

April 1998, chargebacks grew so numerous that Charter Pacific Bank

revoked Xpics’ merchant credit card account. Other banks followed

suit and effectively put Xpics out of business.

The FTC’s investigation which started in the summer of 1998

resulted in a settlement sanctioned on July 18, 2000, by the U.S.

District Court for the Central District of California. While the court

accepted a stipulated final judgment and order for permanent injunction

that was not an admission of guilt or wrongdoing, Shuster and

Carmona agreed, among other things, not to misrepresent free sites in

any future Web operations and to make sure that cancellation was easy

and obvious for consumers and that refunds were made within 72

hours of request. They also agreed to place advertisements on Yahoo!

announcing that refunds would be made to any consumers who felt

wrongly charged. Shuster said that so far, not a single consumer had

applied for a refund. The FTC confirmed this.

Webmasters who participated in XPics’ “XCash” click-through revenue

program were owed, and subsequently lost, an estimated $10 million

in revenues when the revenue program collapsed.

The FTC, joined by the New York attorney general, brought an

almost identical lawsuit against Crescent Publishing Group on Aug.

25, 2000, illustrating just how tempting “FREE!” can be to consumers

and how easy it can be to make $100+ million per year on the adult

Web.

The Crescent complaint alleging credit card abuses associated with

“free” Website tours, was filed in U.S. District Court for the Southern

District of New York, and included 65 affiliated New York corporations

under common ownership and controlled by their two principals, Bruce

A. Chew and David Bernstein. Crescent Publishing Group publishes a
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number of soft-core porn magazines including High Society, Playgirl and

Cheri and operates a network of websites that includes playgirl.com,

highsociety.com, cheri.com and scores of others including: cun-tv.com,

lusthighway.com, planetflesh.com, hotyounghunks.com and

xxxposure.com.

Crescent also publishes Celebrity Skin magazine which was sued by

“Friend’s” actress Jennifer Aniston for invasion of privacy. Aniston’s

suit, filed in August 2000, alleges that Celebrity Skin paid a photographer

—a so-called stalkerazzi—to climb over a neighbor’s fence and

take photos of Aniston while she was sunbathing in the nude.

According to the FTC lawsuit, Crescent’s “free” Web tours generated

more than $188 million from 1997 through October 1999, with

$141 million of that generated in the first ten months of 1999 alone.

The FTC complaint alleges that Crescent promoted free tours of their

websites and assured prospective customers that credit card numbers

were being requested solely to verify that the surfers were of minimum

age.

However, the FTC complaint goes on to charge Crescent with

billing those cards for monthly membership fees ranging from $20 to

$90 per month. The complaint also alleges that Crescent charged

numerous cards from people who never even visited the sites.

As with XPics, the FTC said that Crescent’s chargeback rates grew

high enough for them to have their merchant accounts revoked. But

instead of going out of business, the FTC said that Crescent used one

corporate name after another to obtain new merchant processing

accounts and when this was finally detected, moved their merchant

credit card account to a bank in Guatemala. The FTC said that

Crescent’s chargeback rate was approximately 35 percent.

The Crescent case was currently unresolved as this chapter was

being written.
Pagejacking: A Uniquely Adult Scam

Back in mid-1999, parents who were surfing the Web with their kids

looking for books about medieval history were shocked when search

engine results links took them to hardcore sites instead. What’s more,

once they had landed on those sites, they were unable to leave without

shutting down their browsers and, often, rebooting their computers.

They had been pagejacked.

These ordinary Internet consumers found themselves victims in a

vast global crime spree that could only have happened with e-porn simply

because there’s not enough money in non-adult content to make it

worth a thief ’s time.

By the time the Federal Trade Commission got wind of the scam in

the summer of 1999, its staffers estimated that more than 25 million

Web pages had been pagejacked. Following the process of exactly how

the scammers perpetrated the crime offers a valuable insight into the

clever, if illegal, minds of the people behind it. The details also offer

lessons to non-porn surfers and e-businesses how the Internet can be

efficiently harnessed to bring together talent from around the world to

work on a common task. The subject may be sex; the enterprise criminal,

but the lessons should be learned and can be applied by legal, nonporn

entrepreneurs. The details also offer the average surfer an object

lesson in how easily unknown third parties can take control of their

browsers.

In the case of FTC v. Pereira, the U.S. District Court for the Eastern

District of Virginia found, in September 1999, that Carlos Pereira, a

resident of Odivelas, Portugal, did the actual pagejacking and sent the

resulting traffic to a group of Australian adult websites run by

Guiseppe Nirta. Pereira operated a number of websites including the

aptly named piratelynx.com and did business under sites and names

including Atari Corp. and atariz.com that qualify as “cybersquatting.”

For his part, Nirta was a director of company in Giralang called

W.T.F.R.C. which, according to people who worked there, stood for:

“Who The Fuck Really Cares?” For its part, W.T.F.R.C did business

under a variety of names including Kewl Photographies and Kool

Images and operated numerous websites including:

taboosisters.com, taboohardcore.com, tabooanimals.com,

shemen.com and extreme-boys.com. Pereira’s pagejacked visitors

were sent to W.T.F.R.C’s websites.

Pereira’s role in the scheme was actually the most fiendishly clever

part. He started the pagejacking process by copying the source code

from existing pages and inserting a Javascript routine that instantly redirected

surfers to one of Nirta’s pages.

The source code of a Web page is very easy to view and copy. Both

Internet Explorer and Netscape provide “View Source” and “Save Web

Page” which allow anyone to view the underlying HTML source code

for the page and to save it to a file.

The pagejacking of Gloriana’s Bookstore offers a great example of

how the scam actually operated. Gloriana’s Bookstore is part of

Gloriana’s Court (www.gloriana.nu), a site dedicated to medieval

culture and spirituality run by Elizabeth G. Melillo, a British

webmistress, scholar and Internet consultant and designer.

Unbeknownst to Ms. Melillo, Pereira hijacked one of her pages,

www.gloriana.nu/kids2.html, saved it to his computer, and added the

Javascript re-direct code. Once that was done, Pereira uploaded it to his

own server with the same page filename, so it appeared as

www.atariz.com/kids2.html. Finally, he submitted the page to all the

major Internet search engines for indexing and inclusion. Indeed, since

the page was nearly identical to the original, it appeared next to or very

near to the genuine article in search engine results. So, when many

users typed in a request for “children’s medieval history” they ended up

clicking on one of Pereira’s purloined pages that directed them to one

of Nirta’s down-under, down-and-dirty sex sites instead of to Ms.

Melillo’s site.

But the diversion of visitors from King Arthur and the Knights of the

Round Table to something less noble was not an isolated incident.

Pereira, you see, automated the process with a script, a custom program,
so that by the time the FTC shut down the scam in September 1999,

the evil Portugese genius had pagejacked an estimated 25 million Web

pages out of the approximately 1 billion in existence at the time.

Why? For the traffic, of course. And for this reason, pagejacking is a

crime unique to the adult industry because it is, so far, the only industry

where Web traffic is actually profitable. And where there is money,

there is temptation. In addition to a medieval history site which was

getting very popular along with the Harry Potter books, Pereira

hijacked pages from sites dealing with computer games, wedding services,

cars, movies, gardening, food and recipes, children’s songs, movies

as well as many other adult sites. Some of those pages included popular

ones for Saving Private Ryan, City of Angels, and PGA golf.

In addition to casting a very wide net to snare traffic of all sorts,

Pereira and Nirta were pagejacking non-adult sites in order to circumvent

restrictions that search engines, corporate Internets and home

access filters had begun to place on sex-related websites.

One of the many angry parents who complained to the FTC said in

court testimony:

“My son was looking for new pages about Kosovo and suddenly the

following pages appeared: mirc-faq-f**k.dailysexgames.com/mirc-faqf**

k/ast0052-17.html. This page promotes porno, especially bestiality. So I

had to remove my son from the computer.”

FTC investigators and those within the porn industry agree that

pagejacking children to porn sites turned up the heat in this case very

quickly. “It made us realize that some of these people would do anything

for a buck,” said one FTC investigator. “And for that reason, we

knew that we had to keep them under a microscope.”

According to the Federal Trade Commission’s complaint, the pagejackers

significantly affected the non-porn lives of millions around the

world by exposing “consumers, including children, to unwanted, sexually

explicit, adult-oriented content” and caused “hardship to employees

who unintentionally violate company policies against visiting adult

websites on the job.” Many companies use software that monitors
employee Internet usage, looking for violations of company policy

including prohibitions against visiting porn sites. Many of these companies

will penalize or terminate employees for these violations.

In addition to testimony from one of the angry parents, the FTC

presented as part of its court case a letter from a panicked and angry

federal employee who felt his unscheduled trip into the world of cybersex

might cost him his job:

“As soon as the picture began to open up across the screen, I closed the

Internet window, shocked at what I had seen! Because it had already begun

to open up, it was logged on my agency’s server. That connection shows up

on my agency’s computer logs as a hit on the Internet. It is against the

agency’s policy for employees to ‘hit’ pornographic websites, punishable by

termination. I could be facing a reprimand, probation or termination

because of this ‘hit’ caused by what I consider to be false advertising…My

job may be on the line.”

But, as the panicked employee discovered, once the taboosisters had

the pagejacked surfers in their grasp, escape was not just a click away

since Nirta had mousetrapped them with Javascript that disabled the

“Back” and “Close” functions on the browser, leaving the viewer with

no way to get back to the search engine. In addition, it also launched

console after console when the “X” function was clicked at the top

right corner of the browser screen.

Because of the speed of the Javascript, re-directed visitors who

clicked on one of Pereira’s page-jacked links never saw the site they

intended but instead were almost instantly transported to one of

W.T.F.R.C.’s sites.

The pagejacking conspirators profited from the scheme by selling

memberships to some of the redirected surfers and by selling the exit

traffic to pay-per-unique clickthrough revenue programs.

W.T.F.R.C.’s main owner, Greg Lasrado, blamed everything on

Pereira: “He was simply an advertiser and he came to me and said he

was very good with search engines,” Lasrado said in an online interview

with porn columnist Luke Ford. “We employed him to do that. I never
met him personally. I talked to him on the phone. I could hardly

understand two words that he had to say. He doesn’t speak much

English. He seems to type perfect English. He seems like a nice enough

guy. He just went a bit crazy with the search engine stuff and the rest is

history.”

The FTC obviously saw things a bit differently. “Lasrado participated

in a scam that copied existing Web sites and inserted coded

instructions in the copycat sites which automatically redirected consumers

to adult sites operated by the defendants,” said a FTC news

release on Feb. 12, 2001.

The final court settlement against Lasrado is, like most FTC settlements,

one in which the parties do not admit guilt or any wrongdoing.

In other words: whatever they didn’t do, they agree not to do again.

While it’s doubtful that any permanent damage was inflicted on the

accidental visitors to the taboo sisters and their colleagues, the pagejacked

sites were the real victims, having lost traffic, sales and readership

that was siphoned off by the cyberpirates. In fact, the scam was

first and most energetically brought to the attention of law enforcement

by attorneys for a game site, Adrenaline Vault (www.avault.com),

which was losing advertising revenue. In addition, the diversion of

surfers to the hardcore sites was damaging the game site’s reputation.

In court papers, Avault’s attorney, John Fischer, told the FTC, “We

lost thousands of dollars per day.”

But perhaps the most frustrating part of the experience for

Avault.com was the brush-offs they got from law enforcement. Fischer

said the FBI as well as state and local authorities were not interested in

helping them. Unfortunately, Avault’s experience is the norm rather

than the exception. Ironically, law enforcement agencies and prosecutors

who will go all out to nail a shoplifter or casual marijuana user on

misdemeanor charges usually turn a blind eye to felony-level Internet

crimes.

As the founder of PocketPass.Com, an Internet payments company,

I found that every time we reported an instance of credit card fraud to
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the appropriate authorities, we were always brushed off. Always. Once,

we even tracked the fraudster to a computer terminal in the computer

operations center for the North Carolina state government. We called

several law enforcement agencies in North Carolina, including the

N.C. Attorney General’s office, but no action was taken.

Sadly, one reason crime flourishes on the Internet is that law

enforcement is asleep at the wheel. And even the Federal Trade

Commission has limited resources and can only devote attention to

those cases where there are hundreds—and usually thousands—of

cases.

In this case, however, the Federal Trade Commission succeeded in

gaining the cooperation of Portugese and Australian officials to shut

down Pereira and Nirta. The FTC also obtained a court order that

directed Virginia-based Network Solutions, the registrar of the

domains used by Pereira and Nirta, to disable the Web addresses so that

no one could access them.

