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Consumer Fraud:

By Consumers

While the Federal Trade Commission has halted some choice adult site

scams which ripped consumers off for about $200 million dollars over

the last few years, the biggest victims of cyberscams are actually e-commerce

websites, both adult and non-adult. Those websites are brutally

squeezed between fraudsters and cybershoplifters on one side and an

antiquated, uncaring, financially punitive and often outright hostile

credit card system on the other.

These sites—predominantly non-adult enterprises—are ripped off

by consumers to the tune of $2 billion every year. This is an enormous

burden on a struggling new industry which is trying—and often failing

—to stay alive.

Porn sites, on the other hand, are disproportionately targeted by

hackers (mostly underage, hormone-driven teenage boys) and dishonest

adults so embarrassed when their smut purchases are discovered by

a spouse or partner that they will lie about spending the money and

have their credit card company reverse the charges (a chargeback).

These factors, combined with a double standard by credit card companies

that requires adult sites to have a smaller percentage of chargebacks

than non-adult sites have forced online porn companies to develop significantly

better fraud detection systems that could hold a big part of

the chargeback solution for non-adult e-commerce.

To understand the extent of the problem, why it exists and why the

adult industry’s solutions are so vital to non-adult e-tailers and their
customers requires a grasp of a credit card processing system that is still

operating at least two decades behind the Internet.

Central to the issue is a system that, in the United States, holds

online merchants 100 percent liable for all Internet fraud and chargebacks

while failing miserably to provide adequate methods to verify the

validity of a transaction. Adding insult to injury, merchants face dismal

apathy in trying to find justice even when fraud is clear and provable.

Typical of the vast majority of fraudulent chargebacks is the case of

Le Anne Crounse of Gig Harbor, Washington, whose non-adult e-tailing

site, Best NFL Store (nflstore.com) sells officially licensed NFL

products such as caps, tee shirts, and jerseys. Crounse, who started her

online business in 1999, sent a Jacksonville Jaguars kids jacket to a fan

in Sacramento, Calif., in November 2001.

“Her credit card matched on AVS [the issuing bank card’s Address

Verification System] and was delivered to and signed for at the same

address,” said Crounse. “The lady then claimed that her boyfriend used

her card and that she hadn’t ordered the merchandise. And even

though it was delivered to her apartment, she claimed they co-habitated,

and that she was not responsible for the charge. We were charged

back. Mastercard didn’t make her press charges against the boyfriend or

return the merchandise.”

Crounse said she had to eat the $52.95 for the merchandise and

express shipping as well as an $15 chargeback penalty and another two

or three hours of fruitless effort trying to fight the chargeback.

While a single Jaguars jacket isn’t likely to bring down e-tailing all

by itself, the victimization of online merchants, big and small, happens

millions of times every day.

The financial pain that credit card companies pass along to e-tailers

is phenomenal.

Gartner Group analyst Avivah Litan told me her survey results of etailers

from July 2000 put overall Internet chargeback rates at 2.64 percent,

of which 1.13 percent involved fraudulent or stolen credit cards.
By comparison, Visa has reported that its brick-and-mortar credit card

fraud is about 0.67 percent.

With e-commerce revenues estimated at $38 billion in 2000, 2.64

percent of that equals a whopping $1 billion loss to credit card thieves

and cybershoplifters.

But the losses to an e-tailer don’t stop at the actual cost of being

ripped off. A fraudulent chargeback also comes with chargeback fees

that Litan says now average $40 per transaction (up from $15 to $25

just two years ago) and about four hours of valuable time to try and

fight it.

Hard numbers on the total amount of chargeback fees paid by etailers

is difficult to come by, but could be in excess of $500 million per

year, according to an analyst at CyberCash, a major Internet payments

gateway now owned by Verisign. The analyst did not want to be

quoted because the study, conducted in 2000, was for internal use.

The CyberCash analyst said that internally, they use an Ernst &

Young estimate of $38.8 billion in online retail sales for 2000 multiplied

by the 95 percent of online transactions that are paid by credit

cards and divided by the average ticket of $70. This, he said, would

yield 526 million credit card transactions.

($38.8 Billion X 95 percent)/$70 (avg. ticket) = ~527 million transactions

annually).

This is remarkably close to an estimate from BancAmerica

Robertson Stephens which projected that the number of Internetmediated

retail business transactions in the United States would grow

from 94.6 million in 1998 to 480 million in 2001.

With 2.64 percent of those transactions in the chargeback category,

that results in 13.9 million disputed transactions times $40 (the average

chargeback fee)—a whopping $556 million per year in chargeback

penalties that banks and other issuers of credit card merchant accounts

levy on their account holders.

Add the chargeback fees to the $1 billion in actual losses and the etailer

loss is $1.56 billion per year. If the Ernst & Young number is correct
and the average business spends four hours fighting each chargeback, and

the time is valued at $10 per hour, then that adds another $556 million to

e-tailers’ theft losses and puts the estimated losses at just over $2.1 billion.

Looked at another way, this means that theft, bank penalties and personnel

time to dispute chargebacks soaked up just over 5 percent of total

gross revenues for all of e-commerce.

How could this be happening?

“They [credit card companies and banks] are not getting hurt, so

they don’t care,” said Crounse.

E-tailers, industry consultants, and analysts confirm that credit card

fraud and cybershoplifting flourish because neither the issuing banks

nor the credit card companies have any financial incentive to stop it.

“With physical world payments, the card issuer generally absorbs

the liabilities of theft or chargeback—as long as a merchant can produce

a signed receipt of the transaction,” said Litan. “With Internet

sales, however, a merchant is completely responsible for all chargebacks

and fraud.”

Because Internet transactions don’t allow the merchant face-to-face

contact, there is no opportunity to check identification, verify the card

user’s identity nor to obtain a signed sales draft.

A former Visa executive who is now an online payments system consultant

told me in an interview that it costs the bank less than $6 to

handle a chargeback, making their $25 to $35 fees very profitable.

“The banks that issue merchant credit card processing accounts

clearly have a lucrative financial incentive not to clean up their acts,”

said a transaction consultant with one of the largest accounting firms

in the world who talked to me only on the condition that I keep him

and his firm anonymous. “If you were raking in hundreds of millions

in profits from chargeback fees, why in hell would you want to make

security better? It would hurt you two ways: first you’d have to spend

money to create a more secure system that the fraudsters couldn’t

game. And after you did that—if you were successful—you’d see a very
profitable gravy train disappear. This is just like the Providian case only

it’s online merchants who are getting unfairly nailed.”

The consultant was referring to huge credit card issuer, Providian,

which was sued by consumers with charging unauthorized fees and

with deliberately failing to book payments when they were received so

they could profit from assessing late fees. Providian settled the classaction

lawsuit without admitting wrongdoing.

While chargebacks are undeniably profitable for banks as well as

Visa and MasterCard, their credit cards continue to be wholly unprepared

for security in the digital age. While they spent lavishly on physical

fraud deterrent—holograms on credit cards along with

tamper-proof signatures and even pictures of the card owner—they

have left e-commerce riding bareback. When challenged in the media

about their total lapse in online security, Visa and MasterCard issue

defensive statements pointing to their SET (Secure Electronic

Transaction) initiative as their effort to keep out thieves. But because

the technology is expensive, complicated, already outdated and pretty

close to impossible for websites to adopt in any widespread manner, it

has not been adopted.

One problem with SET is that it requires card holders to purchase a

personal digital certificate, a sort of cyber-identification card. These

cost from $15 to $25 per year and are not only expensive, but also

time-consuming since people must fill out a form with information

such as their driver’s license numbers and then wait for the information

to be verified. Digital certificates are far from fool-proof and can easily

be faked with basic personal information.

On top of that, TriArche Research Group, a Cambridge (U.K.)-based

consulting firm, characterizes SET as “more expensive overall than bearing

the risks” and added, “The banks and merchants weren’t about to

pay for the ramp-up costs and provoke the ire of consumers who had to

wait through all the processor-intensive operations that SET required.”

The researchers also noted, “The banks also enjoy nailing merchants for
premium transaction fees associated with the heightened risk the bank

bears with on-line transactions.”

“SET is a typical bowl of hogwash brewed up by a bunch of bankers

who have no clue about the Internet and how it works,” said the former

Visa employee. “They won’t work with actual e-tailers and have

tried to impose an inadequate and impractical solution on the industry…

and they can’t understand why nobody has adopted it! But what’s

worse, is that they are still trying to foist SET on merchants. Personally,

I think the lucratively punitive chargeback fees are Visa and

MasterCard’s way of taking out their anger on merchants for failing to

adopt SET.”

Another tactic that is being pushed by the industry is the “smart

card” which incorporates a semiconductor in the plastic. Currently, the

cards are impractical because they require the user to acquire another

piece of hardware—a reader for the card’s semiconductor—and install

it on their computer. Aside from the expense and hassle factor, this

means that the cardholder can only make online purchases from a

computer that has a compatible card reader.

For online merchants, using the protections built in to smart cards

would require them to install SET. And for brick and mortar merchants,

smart cards require a whole new piece of hardware in addition

to existing cash register peripherals which read the magnetic stripe on

cards.

As a result, even Visa and MasterCard tests of smart cards have

flopped spectacularly in market tests. And while American Express has

snared more than two million users, fewer than half have acquired the

necessary card readers to use their extra security on the Web.

Both Visa and MasterCard refused to comment and refused to be

interviewed.

Significantly, SET and smart cards attack only part of the problem.

Litan said that a little less than half of chargebacks,1.13 percent, are

from purchases made with outright fraudulent credit card numbers.

The rest of the chargebacks are over merchandise disputes, many of
which, like Crounse’s Jaguars jacket where the card was a valid one and

not lost or stolen, clearly fit into the cybershoplifting category.

The adult industry’s solutions may be just what the non-porn world

needs because the problem is far more severe for adult sites and other

Web merchants who sell “digital goods”—downloads of music, software,

games, images or video streams—because it’s hard to prove that

the person whose card was charged actually received the goods.

“With digital adult content, it’s difficult for merchants to prove that

the goods were sent and received because they are not receiving a signature,”

said Joanne Fisher, public relations director for American

Express. “In the bricks-and-mortar world, or when you’re shipping

physical goods from the Internet, merchants [can] check the [card’s]

billing address against the shipping address to secure a signature.

They’ve got proof that the goods were delivered.”

Of course, NFL Store’s Crounse would argue that digital versus

physical is an irrelevant distinction given that MasterCard turned a

blind eye even to the theft of physical goods she shipped and for which

she had proof of receipt.

“Well, Amex does a better job of investigating chargebacks,” said the

former Visa official. “They’re more expensive, but they do plow some

of that back into fraud control. On the average, they charge a percentage

point or more on the transaction amount, but that gives them the

resources to treat their merchants better. But most merchants don’t

think about that part; they only think that Amex is more expensive.

But the first time they get an unwarranted chargeback like Ms.

Crounse, they’ve lost any of the money they might think they’re saving

by accepting only Visa and MasterCard.”

The reason for the severe problems that online merchants face is not

just the fault of a few online scammers. Indeed, most of the fundamental

problem lies with the policies of Visa and MasterCard along with

the banks that issue those credit cards who usually credit a customer

instantly and without question when a charge is disputed.

“It’s good business,” a former Visa executive told me. “In addition to

the profits from chargeback fees, it costs a credit card issuer $250 to

$300 to acquire a new cardholder customer. With all the competition

and the promotion necessary to find a new customer, that figure is

bound to rise, so why should you piss off a cardholder by making it

hard for them to dispute a charge, especially when an online merchant

is going to take all the hit?”

The former Visa executive said even though it’s illegal for a cardholder

to knowingly dispute a legitimate charge, no one investigates

those acts of cybershoplifting. “To do an investigation on disputed

charges requires people,” he said. “People cost money. End of story.”

He said no Visa or Mastercard issuing bank in America maintains an

investigative staff adequate to oversee or curtail chargeback theft by

millions of dishonest consumers.

The situation also drives up prices even further for all e-tailers and eshoppers

because of the higher processing charges for online credit card

purchases. Litan said because “fraud on the Internet is 12 to 18 times

higher than in the physical world,” e-tailers—in addition to eating all

the chargebacks and penalty fees—must swallow transaction fees that

are 66 percent higher than physical world. Those fees are typically 2.5

to 3 percent of the transaction amount (so-called “discount rate”) plus

a per-transaction fee of $0.20 to $0.30 for clicks versus a discount rate

of 1.5 to 2 percent and fees of $0.10 to $0.30 for bricks.

It’s not just the little online e-commerce operations like Crounse or

adult sites which are getting nailed by fraudsters and higher discount

rates. Microsoft travel spin-off Expedia made big headlines in the

spring of 2000 when its SEC filings announced it was taking a $4.1

million charge against revenues for credit card fraud: significant for a

company which had $17.8 million in revenues and $10.5 million in

gross profits for that quarter. While other public companies have not

been as forthright about credit card fraud losses, all of them now routinely

touch on the issue in the “Risks” sections of their filings, and

some of them even ’fess up, if somewhat coyly. Numerous SEC filings
by 1800-Flowers.Com, Beyond.Com, Ashford.Com and others say

only that: “[T]o date, we have suffered losses as a result of orders placed

with fraudulent credit card data even though the associated financial

institution approved payment of the orders.”

Clearly the non-porn lives of millions are impacted by the very sorts

of people that the adult world is beginning to get a handle on.

Internet fraud also has a “good news, bad news” aspect: big e-tailers

—with bigger resources—get hit more often than smaller sites. Data

from an internal CyberCash survey of its merchants conducted in

October 2000 showed that 63.3 percent of large merchants (versus 41

percent overall) have been affected by Internet fraud and that 36.2 percent

of them (versus 19 percent overall) have chargeback rates of more

than 1 percent. For the purposes of the survey, CyberCash defined

“large” as processing more than 3,000 transactions per month.

In addition to dishonest consumers who take advantage of the ease

with which Visa and Mastercard allows them to steal from websites,

adult sites face the problem of cardholder guilt about a charge on their

monthly statement, embarrassment when questioned about it by their

spouse, significant other, or by parents whose teenagers have taken the

card for a digital joy ride on the wrong side of town.

“As a person who works for an adult entertainment company, I can

personally testify to the fact that a large number of the claims [chargebacks]

are totally false,” writes “Sarah” on the adult webmasters site

all4u.com. “First, let’s be real. How many times do men go to a sex site,

charge the membership to their credit card and when their wife gets the

bill they say, ‘That’s not me, honey. That must be some of that Internet

fraud we heard about…’ It is estimated that one of every 10 charges

that take place on the adult side of e-commerce end up this way. It’s

just too easy for them [cardholders] to deny they made the charge. And

why not? It’s not like they get into any trouble for lying to the credit

card company. And it’s surely better than dealing with a pissed-off

wife.”
But even the most honest, most conscientious e-tailers who are willing

to walk as many extra miles as necessary to reduce online theft find

that their ability to guard against fraud has been sabotaged by a woefully

inadequate banking and credit card system offering yesterday’s

safeguards to battle today’s crooks.

Newcomers to the world of online commerce usually assume that

they are protected by the verification process that is started when a customer’s

name, address, phone number and other information is sent for

approval to the issuing bank along with their credit card numbers.

However, the current address verification system is a cruel joke that

misleads e-tailers into thinking they are being protected. “The only

time AVS is meaningful is when you get a rejected address,” said Julie

Ferguson, chief technology officer at Clear Commerce

(clearcommerce.com) which provides online transaction processing

software for the likes of Harrods, Apple Computer, Chase Merchant

Services and EDS. An AVS match is meaningless, she emphasized,

because the issuing bank’s database only looks at the zip code and the

first five numbers or characters of the address. Further, the card’s

precise expiration date is not checked, only that the card has not

expired.

This makes it a lot easier for a thief to get away with bogus credit

cards fabricated using free and widely available software that can create

valid card numbers. Additionally, AVS works only with credit cards

issued in the United States.

What’s more, Litan said that the AVS systems are completely nonfunctional

about 22 percent of the time and even more during holidays

when traffic can overload the AVS system, resulting in an approval

based on possibly incomplete or outdated information.

“Most people, even in the industry, are unaware of the stand-in processing

situation,” said Michael Butts, president of CreditCards.Com,

which helps e-tailers get a merchant account and also serves as a gateway

for processing charges.
Butts said that a request for AVS is passed by the e-tailer’s processing

gateway through the credit card’s system which then forwards it to the

issuing bank for the authorization, AVS and approval process.

“But let’s say you have a really big shopping day and the bank’s system,

which can handle ten transactions per second, starts to get 14

transactions per second,” Butts explained. “The Visa and MasterCard

systems give the bank a limited number of seconds in which to

respond. If the issuing bank takes too long, then they [the credit card

company] stand in on the process and approve or reject the transaction

based on their own negative database.” The credit card companies’ systems,

Butts said, are not usually as accurate or up-to-date as the issuing

bank.

“The shame is that the merchant never knows that they got an AVS

from a stand-in process,” said Butts. “They don’t get a chance to take a

second look at that transaction.”

This sort of inferior AVS check can happen all through the year,

Butts cautioned, because most issuing banks give the credit card companies

a stand-in “floor limit:” a dollar amount, usually $25 or $30,

below which the bank tells Visa and MasterCard to go ahead and stand

in on the approval process without ever sending it on to the bank.

Because most charges for adult content are below this floor limit, the

porn world has developed its own techniques for handling fraud for

these amounts.

One way that adult sites handle the situation is to turn the process

over to specialized transaction companies with more experience than

any one site can possibly develop on their own. Most adult sites don’t

even have their own merchant credit card accounts but instead use

third-party processing companies such as iBill and CCBill (the two

largest) which have a special merchant account that allows them legally

to process transactions for others.

“Merchant pressures for more favorable payment terms have put the

credit card companies’ monopolistic franchises on the defensive,” Litan

said. “Other payment methods like transaction accounts and online
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debit cards will gain in popularity and lower the dominance of credit

card payments so that the overall percentage of credit card transaction

will drop from 93 percent of all e-tailing payments to 75 percent by

2006.”

Despite their problems with Visa and MasterCard, adult sites have

no other alternatives. Like the Olympics and the other places that

Visa’s snide and irritating ads tell us “Don’t accept American Express,”

surfers looking for online porn will need a Visa or MasterCard because

American Express pulled out of the online adult arena in May 2000.

The Amex abandonment of porn came at just about the same time

they were canceling RJB Telcom’s merchant account for excessive

chargebacks (See Appendix C for more details).

“American Express’s decision was a business decision,” said Amex

PR director Fisher. “It was not a moral decision. It was based on the

unacceptably high levels of customer disputes in this industry.”

The American Express moves provoked widespread and vocal anger

and indignation from the industry.

“They’re singling out the adult Internet community which is discrimination

by definition,” said attorney Greg Geelan, president of the

YNOT Network, an adult webmasters support site. “If American

Express tried to do what it’s doing with any other non-adult industry

or community, there would be so much flak that they wouldn’t even try

doing it in the first place.”

The decision seemed to come out of the blue for most in the industry,

but then neither Geelan nor anyone else in the industry had access

to American Express chargeback figures for the adult online industry as

described in the court papers filed in the RJB Telcom case.

“I’m not going to sit here and try to tell you that everybody in our

community is an angel,” Geelan said. “There are people trying to

defraud and rip off surfers. Those are the people who are driving up the

chargeback rates.”

But American Express was not alone in creating problems for the

adult web. Just two months before American Express’s exit from the
adult arena, Visa and MasterCard issued drastic new punitive fines and

regulations, also about the same time their fraud oversight departments

were wrestling with hundreds of thousands of chargebacks from RJB

Telcom.

While RJB Telcom settled its issues with the FTC in a manner the

company says completely exonerated it, the unacceptable levels of RJB

Telcom’s chargebacks (which remain undisputed) caused widespread

panic among credit card companies. Coming on the heels of other

high-profile credit card incidents—especially J.K. Publications which

was clearly and provably a scam—serious chargeback troubles at RJBT,

the industry’s second-largest Web porn conglomerate, moved the adult

industry up to burning fire number one for the card companies.

New MasterCard regulations lowered the punishment trigger from a

chargeback rate of 2.5 percent to 1 percent and also allowed credits to

consumers to be included in the chargeback rate.

After lowering the threshold for fines, MasterCard then socked it to

anybody breaching the 1 percent chargeback barrier for more than two

consecutive months with a fine of $25,000 per month and an additional

$25 per chargeback for the third through fifth months over the

limit. If the merchant manages somehow to hang on to his merchant

account, the fines head for the sky, topping out at $100,000 per month

and an additional $75 per chargeback for months 10 and higher.

Because Visa and MasterCard are the Doublemint Twins of the

credit card world, Visa issued its own parallel set of chargeback regulations

that month.

What makes the situation even worse for websites of every genre,

adult and non-adult alike, is that nobody is chasing the thieves who

steal from them. Cybershoplifters and fraudsters have almost no

chance of being caught or prosecuted.

An investigation by MSNBC published in March 2000 found that

while up to one-third of all credit card crime comes from overseas,

“There is no evidence that a single one of these crooks has ever been

prosecuted.”

Online credit card crooks in the United States fare almost as well

thanks to the almost total indifference by law enforcement. State and

federal law enforcement officials routinely say that they have no time

for nor are they interested in cases involving less than $15,000. What’s

more, the Treasury Department’s Secret Service, for example, officially

won’t go near cases less than $50,000 but the practical minimum is

closer to $500,000. According to Triarche Research Group, “On-line

fraud can also be very difficult to investigate. A stolen credit card number

mailed around among fraudsters on the Internet may be hit for a

dozen charges from a dozen different perpetrators in any number of

jurisdictions in under an hour. This makes it much more difficult for

any single perpetrator to gain large enough mass to attract the attention

of the police. Web merchants just have to avoid frauds because law

enforcement solutions are almost futile.”

Even those who take credit card fraud seriously get little cooperation.

The MSBNC investigation quoted Marc Gilbert who was

alarmed at the level of fraud he found when he bought Streamray Inc.

which processes credit card transactions for adult businesses. He started

an aggressive program of tracking down the thieves but was forced to

file civil actions most of the time because law enforcement declined to

prosecute even when handed an open and shut case.

Gilbert told MSNBC that in one case he phoned local authorities in

Canada and told them that an individual living only miles from the

police station was at that moment using a credit card number generator

to run transactions through Steamray’s servers.

“The police up there would not even make a phone call, would not

even go to the house,” Gilbert told MSNBC. “They told me that I had

to fly up there and post a $10,000 bond to prove that I would show up

in court.”

Gilbert’s experience is the rule rather than the exception. The rule,

in general, is that in cyberspace, crime DOES pay.

