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Piracy, Hijacking, Burglary &

Spam

On the non-adult web, content piracy, domain hijacking, unauthorized

site access, and spam are mostly nuisances rather than major

financial losses because most content is free; cool domain names are

close to worthless after the spring 2000 meltdown; few sites restrict

access to paid, password-protected subscribers; and spam is mostly like

doggie deposits left on the sidewalk by thoughtless owners without a

scoop or a clue.

Piracy

As of spring 2001, music remained the one notable exception to the

negligible financial value of most non-adult content. The Napster controversy

which began in 2000 highlighted better than any other situation

the ease with which copyrighted materials can be pirated: copied

and instantly made available to anyone in the world in clear violation

of laws. In the real world, we call this theft. Napster tried to call it a

business model.

The American legal system finally caught up to this charade in

March 2001 when Napster was hit with an injunction that required it

to filter out all copyrighted materials or be shut down. But days after

the injunction, Napster was still struggling unsuccessfully to keep users

from circumventing its filtering system by simply changing the file

names of the songs.
Napster wailed and tried every slick legal maneuver it could fabricate

until the court essentially shut it down. Ironically, Napster could

have complied instantly with the court’s filtering order if CEO Hank

Barry had returned Mark Ishikawa’s phone calls. Ishikawa, you see, is

the CEO of BayTSP which provides services that can track any sort of

digital file, including music files, based on the file’s “electronic DNA.”

“We’re pretty sure they didn’t really want to produce an effective filtering

system,” Ishikawa told me. “We called them for months, but

none of our calls was ever returned.” Ishikawa said that if Napster had

acted then, BayTSP could have had an effective filtering system in

place for the music-sharing company by the time the court ordered it

to happen.

Not surprisingly, BayTSP has its roots in the adult industry. Until

the advent of Napster, porno was the only content on the Web which

generated enough profits to make it worthwhile for the content creator

to protect it.

Using a highly protected system and computer algorithms, BayTSP

processes the file—whether it’s a photo, text or music—and creates a

mathematical profile unique to that file, the “electronic DNA.” The

company then stores that digital profile in its database along with

licensing and copyright information, content management details and

a list of sites which are authorized to use the file.

BayTSP then uses a “spider” to search the Web for pirates. Spiders

(also known as robots or ’bots) are actually server-based software programs

that automatically visit websites, much like a human surfer with

a browser only thousands of times faster. Search engines make heavy

use of spiders, sending them off to “look” at a website, following a site’s

links and indexing its pages according to the content and other unseen

information embedded in the page’s HTML code.

But BayTSP’s spider sees what others cannot: the digital profiles of

images and other files. If the spider finds a violation, the BayTSP

server then takes a “snapshot” of the site that contains the offending

file and stores the information. BayTSP notifies the offending site and
generates a legally binding copyright notice to both the site owner and

its ISP informing them of the infringement.

The biggest targets for BayTSP are dishonest webmasters who harvest

pirated photos off news groups or burgle them by subscribing to a

pay site, then re-posting the stolen photos on their own sites. When an

infringement is found, copyright owners have the option of negotiating

with the infringer and turning it into a paying licensee, having it

remove the material from its site or filing a lawsuit.

Every step of the way, the BayTSP system keeps time- and datestamped

records of the violations and amasses the evidence for court

action if necessary. The BayTSP system can also automatically register

works with the Copyright Office, and maintain the detailed records

(known as “2257 Records” discussed previously) to prove that all the

people involved in adult content are a minimum of 18 years old.

BayTSP launched its service in June 2000 and by March 2001 had

detected and sent warnings for more than 93,000 copyright violations.

Prior to BayTSP, the only protection for images was “watermarking,”

subtly altering an image to embed unseen copyright information.

But since watermarking must be inserted into each individual file, the

process is time consuming and cannot protect images that have already

been placed on the Web. In addition, many watermarks are destroyed

when an image is re-sized or digitally altered.

Some believe that the sheer volume of files that need to be examined

and compared with the BayTSP database could bring the system to its

knees. However, we’re in an era of ever cheaper computing power and

the ability to add beefier processing at a reasonable cost should prevent

that from happening.

Encrypting a file changes its profile drastically and could be used to

prevent BayTSP from detecting a copyright violation. Deadbolts and

car alarms aren’t perfect either, but people who install them find that

potential burglars would rather move along to easier targets. For the

time being, encryption adds significant levels of consumer inconvenience

that make it less of an immediate problem for BayTSP.

First, most people do not have the software or the ability to encrypt

or decrypt files. Repeated failures of companies that thought they were

going to make millions from Web browser plug-ins show that small

impediments result in large consumer abandonment of a concept.

But even if encryption were suddenly easy and ubiquitous,

encrypted files can’t be viewed or listened to, thus a site serving up

encrypted files would need to describe the file’s contents which could

then be used to detect copyright violation. And even if these were not

enough, an encrypted file requires a key to decrypt. Publicly distributing

millions of keys for millions of files is a recipe for mass consumer

confusion and still would not avoid copyright violation detection.

With public keys available for the files, all you need is a bit of bruteforce

processing—call it a “DecryptoBot”—that would automatically

download the files and keys, automatically use the appropriate keys to

decrypt them and then apply the BayTSP analysis.

But as we all know, a city doesn’t need a police officer on every corner

to enforce compliance with the laws. The fact that there is a chance

of getting caught will deter a significant number of potential thieves. In

this same way, BayTSP is an imperfect balance of deterrence and

enforcement but they are out there looking and potential thieves are

beginning to realize that they face a greater chance than ever of getting

caught.

Hijacking

Back in the heady DotCom days before the train careened off the

tracks into the financial abyss, foggy-headed venture capitalists

financed companies that paid millions of dollars for a single domain

name. eCompanies whizzed away $7.5 million for the domain

business.com while Web pioneer Virtual Vineyards squandered $2.9

million on the name wine.com. By the end of 2000, most companies

that did such foolish things had balance sheets worth less than the silly

price paid for its domain names.
The money to be made in the adult sector produced one of the most

bizarre and expensive cases of domain name hijacking: the saga of

sex.com. This tale is one that could only happen in the adult field for

the simple reason that there’s not enough money to be made in the

non-adult world to justify all the risk and hassle.

The saga of sex.com started in 1994, when online pioneer Gary

Kremen registered the domain name without really knowing what he

would use it for. In retrospect, this might seem to have been an obvious

thing to do, but remember that in 1994, a very large number of people

thought the Web was just a fad along the lines of CB radio and pet

rocks. At that time, it took some vision to think that a domain name

might eventually be worth anything at all.

At the time Kremen registered sex.com, he was involved with building

one of the first online dating services, match.com, which he eventually

sold for $7 million to Cendant Corp. Unbeknownst to Kremen,

his future nemesis, convicted felon Stephen Michael Cohen, was chilling

in federal prison, serving three-and-a-half-years for bankruptcy

fraud.

Court records indicate that Cohen got out of prison in February

1995. Nine months later, domain registrar Network Solutions received

a letter transferring the sex.com domain to Cohen. Network Solutions

has repeatedly been accused of carelessness, arrogance and incompetence

so many times that their monopoly was shattered in 1998 when

other companies were allowed to register domains.

But Network Solutions was at its sloppiest when it turned sex.com

over to Cohen, who then proceeded to build a multi-million-dollar

porn site. No one knows how many millions sex.com made from its

beginning until November 2000 when the U.S. District Court in San

Jose ruled that the letter transferring the sex.com was forged and that

the domain rightfully belonged to Kremen. Sex.com probably had

gross revenues of somewhere between only $100 million and $200 million

if the site was mismanaged, and upwards of half a billion dollars,

according to Kremen and his legal staff.

In November 2000, the U.S. District Court judge also ordered

Cohen to place $25 million in a court-controlled escrow account to

ensure payment of a possible judgement which was to be determined at

a court hearing on Mar. 8, 2000. But Cohen never transferred the

money to the court. Instead, he disappeared along with his money. On

Mar. 5, 2000, he was cited for contempt of court, and a warrant issued

for his arrest. As I write this, he remains a fugitive from justice and was

last sighted in Mexico.

Burglary

Burglarizing someone’s house with stolen keys is marginally better than

breaking a window and leaving a mess behind as an insult on top of the

injury. But theft is still theft whether the stolen key is a brass one for

your Schlage or a digital one to illegally gain entry to a password-protected

pay site.

To aid and abet this sort of stolen key larceny, a host of sites have

sprung up that post user names and passwords, either hacked from a

site or shared by someone who has signed up. Again, this is almost

exclusively an adult site problem because of price and demand. There

are no password sites specializing in stolen access data to the Wall Street

Journal online or Playhouse Disney. However, the advent of online

banking and the online availability of research reports costing thousands

of dollars probably represent a growth industry for password

sites.

The operators of password sites often try to paint themselves with

the same Robin Hood paintbrush as Napster, just a bunch of good fellas

trying to bring affordable porn to the masses who can’t afford it.

Others disingenuously claim they are a public service to pay sites, posting

the stolen account information so the site operators will know their

passwords have been compromised.

Password sites can be expensive in two ways: First and most obviously,

they cost the pay site operator a paying membership. Second, the

illegal free surfers use up bandwidth, something that ranges from an
annoyance to a problem so serious it could put a small site out of business.

Cybererotica’s owner estimates that more than 20 percent of all pay

site traffic comes from unauthorized, non-paying surfers using stolen

passwords. But it’s worse for a small pay site that has a cap on the

amount of bandwidth it can use. An attack of free password surfers

could easily use an entire month’s worth of bandwidth in a day, with

the site operator paying hundreds or even thousands of dollars worth

of additional bandwidth fees, all for traffic that returns no money at all.

Some thieves even use stolen passwords to enter a site and then run

easily available “Burglar Bots” that quickly follow every link and harvest

every image on the pay site, downloading them to the thief ’s own

computer where they can either be posted for free on a news group or

re-used on the thief ’s own porn site.

Software is available to curtail access from stolen passwords. The

software keeps watch over incoming IP addresses and if it notices multiple

IP addresses using the same username and password, it can automatically

disable that account’s access.

Some adult webmasters fight back by scamming the scammers.

Since they know that people are attracted to the free access provided by

password sites, some post usernames and passwords to sites they have

constructed specifically to handle password site traffic. After entering

the password and user names, eager thieves using those deliberately

posted “stolen” accounts frequently do not find a content-rich pay site,

but instead are confronted by a page containing revenue program banners.

Surprisingly, many users click on the banners, generating revenues

for the site owners. Again, creative adult webmasters recognized

that where there is traffic, there is money and turned a bad situation

into cash.

Spam

For most people, a mailbox filled with spam is a mild annoyance and a

good excuse for exercising the “delete” key. But a study by the

European Commission found that spam costs European users 10 billion

Euros (about $10 billion) per year in wasted time, bandwidth and

server operation.

Globally, one of the most annoying forms of spam is sex-related

material which shows up unsolicited, often in the mailboxes of children.

On the other hand, adult webmasters have found e-mail to be a

lucrative source of new business, traffic and memberships. To reconcile

the two compelling interests, Cybererotica created the “double opt-in”

system. To sign up, the user registers an e-mail address with the site and

minutes later receives a confirmation e-mail to the address registered.

The user must reply in order to be placed on the list.

“Before I invented this system, people could pull pranks and sign

other people up,” explained Cybererotica’s Fantasyman. “With double

opt-in, we capture the IP address of the subscriber and the other information

we need to prove that the e-mail we’re sending is not unsolicited.”

Spam complaints to ISPs and especially to AOL can get a site’s IP

address banned, blocked from servers entirely. Fantasyman said that his

system, which has been widely adopted in the industry, is the surest

defense against a site being blocked.

He and others will get their chance to prove their case in court,

thanks to a lawsuit filed against Cyber Entertainment Network (CEN)

in late December 2000 charging that company and 29 of its affiliates,

including Cybererotica, with sending spam (termed Unsolicited Bulk

Email, UBE, by AOL) to AOL members.

The AOL lawsuit seeks an injunction against further UBEs and

damages that could include $25,000 for each day a message was transmitted

or as much as $10 per unsolicited e-mail.

“This is a very clear violation of our anti-spam policy,” AOL

spokesman Nicholas Graham told me.

The AOL suit, which was filed December 22, 2000, in the U.S.

District Court for the Eastern District of Virginia, (Alexandria),

charges that the e-mails in question were “transmitted indiscriminately
to AOL members without regard to whether the Member has any

desire to view adult material…” and further charged that “any child

old enough to click on a computer mouse can be exposed to adult

material being advertised by defendants.”

The AOL suit further ups the ante by charging that CEN not only

“violated common law by negligently hiring and retaining

“Webmasters” who they knew or should have known were sending

UBE messages” and that CEN aided and abetted the spam by providing

“technical and marketing goods and services to the webmaster

defendants.” Those goods and services cited in the lawsuit, according

to AOL, are:

1. “The harvesting, collection and sale of bulk e-mail address lists;

2. “The development, distribution and sale of software that is used for a

number of illegal purposes related to the bulk e-mail business including

to:

a. “harvest AOL e-mail addresses;

b. “manage bulk e-mail lists;

c. “‘phish’ for AOL passwords (in the spam community, compromised email

addresses are known as ‘phish’ and the process of acquiring

access to compromised accounts by tricking the account holder into

disclosing the password is known as “phishing’);

d. “‘hack’ into e-mail accounts (by typing random passwords at the login

prompt until a valid password is found);

e. “transmit UBE messages;

f. “encrypt hypertext links and Webpages; and

g. “falsify header information in UBE messages”
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Encrypted links and falsified e-mail headers are sometimes used to

hide the source spam. In addition, one of the AOL attorneys we spoke

with said that millions of the e-mail messages in question had falsified

headers that made it appear as if the mail came from AOL itself.

Interestingly enough, the AOL court papers may contain part of the

adult industry’s own defense. Using AOL’s statistics for the number of

complaints generated by a given level of e-mails sent (complaints

divided by total e-mails) yields a relatively consistent complaint rate of

0.2 percent. For example, the AOL court document charged that

National Telemedia (a company owned by Cybererotica) “transmitted

at least 9.4 million UBE messages to AOL members from September

1999 to October 2000, and generated at least 18,977 complaints from

AOL Members during this time period.” 18,977 divided by 9.4 million

equals 0.2 percent. The same percentage held up consistently for

each webmaster named in the action.

In other words, the AOL documents say that they got complains

from only one person in 500 who received the emails. The percentage

was consistent regardless of who was charged with sending the e-mail.

This raises an interesting question: If Cybererotica always uses double-

opt-in and has a 0.2 percent AOL complaint rate and all the other

sites sued by AOL also have a 0.2 percent complaint rate, then it’s reasonable

to assume that they all are using double opt-in and if so, AOL

may not have a legal case. On the other hand, a double-opt-in system

should theoretically result in zero complaints.

